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SAFETY PROBLEMS AND FAULT
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The present article integrates the demands for safe processing and fault detection techniques. The first part deals with

safety of (chemical) process industry in general. Three main hazardous events with their causes and consequences are shortly

described. The section points out the idea that safety analysis should predict parts of the process where early fault detection

is indespensible. This is important to have the proper sensors installed. Early fault detection can improve the quality of

production and increase the occupational and environmental safety through detecting the faults before they develop to a

failure that might cause an accident with all its consequences such as material detriment, environmental damage or lose of

human life. The second part briefly describes some analytical model-based fault detection techniques.
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1 INTRODUCTION

An expansion of new scientific discoveries, techni-
cal solutions, automation of technological processes and
robotics makes the human population dependent on some
machines that can be our friends or/and mortal enemies
if not designed, handled and maintained properly. This is
also the case where desired global competitiveness can-
not be achieved. The global competitiveness depends to
a large extent on the effectiveness of the use of factory
automation. The early 1980s heralded the creation of the
“Factory of the future”. The prevalent image then was
a “lights off” factory heavily populated by robots, with
a few human supervisors keeping track of operations by
watching monitors in a central control room. In many
cases, this image was not fulfilled. In few words, work-
ers (and wider environment, living and non-living) are
still exposed to harmful effects of the working area and
accidents, caused either by process malfunction or incom-
petence of their colleague workers.

Some studies [1] have shown that main causes of the
accidents related to automation or control were poor in-
strumentation (19%) and operator error (19%). Most
of the human errors are usually made during start-up op-
eration of the process. The following conclusion can be
taken out from the previous discussion: If the degree of
automation were higher, the consequences of a human
error might be smaller. In addition the co-operation be-
tween automation and human operator, it is important
to avoid human errors during operation. The occurrence
of equipment faults as causes of accidents brings up the
requirement that potential failures both in measurement
and control equipment, and in process equipment, should
be studied. The process design should be prepared for

them, thus an equipment failure of the system should not
lead to the accident. One of the possible solutions is early
detection of malfunctions, called Fault Detection and Iso-
lation (FDI).

2 SOME PROCESS INDUSTRY

SAFETY FEATURES

Three types of event are traditionally associated with
the chemical branch of the process industry. These are
releases and spills, fires, and explosions. They can cause
damage through two distinct processes, as shown in
Fig. 1.

A certain conflict can arise between process need and
safety. Chemical processes, for instance, need reactive
substances but, on the other hand, the reactivity of the
substances is a key aspect of the danger they pose. As
a chemical process needs substances showing hazardous
properties, they must be reliably contained in the pro-
cess equipment and uncontrolled reactions must not take
place. The danger is greater, the larger the quantities of
substances and energy released. There are two essential
goals of the process safety efforts:

1. To minimise the quantities of substances.

2. To control the potential risk that remains objective.

The last require the following:

• process equipment must withstand the anticipated
stresses caused by hazardous substances;

• process parameters must not take on values such that
the substances can undergo uncontrolled reactions.

A point of special interest is where the regions begin
in which uncontrolled reactions cannot occur. Critical
parameters are called safety ratings. At the planning and
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design stage, plant and process safety requires taking
steps so that critical concentrations, temperatures and
pressures are not reached. This is achieved by appropriate
process design and control engineering (Fig. 2).

Critical process parameters and hazardous potential
ignition sources must not occur in the plant as a result
of process upsets or even human error. These become an
additional concern of plant safety requiring a painstaking
cause and effect analysis of all possible errors and mal-
functions and the institutions of measures to prevent or
neutralise situations that could lead to an unsafe condi-
tion. Such measures could be technical or organisational.

The complete absence of all possible hazards (absolute
safety) is not possible for two reasons:

• it cannot be ruled out that several safety measures will
fail simultaneously;

• people make mistakes, misjudge things, assess them
wrongly, fail to notice them.

To go even further, failures usually do not appear with-
out any reason. They must have been caused by groups of
events from the past (change of parameters due to age-
ing, disallowed change of one of unmeasured variables,
etc.). The causes from the past (recent or distant) would
initiate the symptoms of a failure before it happens. If
they are known or pre-studied and if one is able to de-
tect them, a process or its component can be maintained
on time to prevent from failure. If a failure is allowed,
its primary source has to be found (Fig. 3). Figure 3 can
easily be explained by the following example: If a fail-
ure causes hazardous situation, it has to be detected in its
early stage to prevent it from happening (eg, Control valve
is a component. If measurements of signals of its drive
are carried out on-line, reduced surface of the brushes can
be detected, replaced on time thus preventing the failure
from happening [2]). If necessary measurements for early
fault detection are not available or early fault detection
is not demanded, the primary source of the failure can
be found on line after the fault has occurred with all its
(non-hazardous (!)) consequences, by alarm analysis, for
example.

This is one of the recent tasks of process automation.
Modern equipment should provide enough measurement
signals to be able to apply early fault detection (if neces-
sary) also for safety reasons.

3 DEFINITIONS FOR “SAFETY”

AND RELATED CONCEPTS

Safety describes a non-existence of risk posed by a
system or to the system. The basic elements of safety
are the causes and consequences of events (accidents).
The consequences are defined to be the effects on human
life, property or the environment. In general, safety is
a measurable concept. It is possible to say whether the
system is in a safe state or an unsafe state. However,
another consideration is whether, or not, it is possible
to define if a system will be safe enough through its
whole life cycle. In some of the definitions safe means
zero-risk under defined conditions. Unfortunately, that
would mean that the plant is not operating. Thus a more
realistic safety policy is risk minimisation. This includes
the aspect of concentrating on weak points of the system
in order to make them safer.

Danger is the diametric opposite of safety, where the
risk of a process is greater than the acceptable limiting
risk (DIN/VDE 31 100).

Discussing causes of accidents, the concepts of failure,
fault, error and mistake are often mentioned.

System failure is the inability of a system to fulfil its
operational requirements.

Systematic failures cause the system to fail under some
particular combinations of inputs or under some partic-
ular environmental condition. Systematic failures could
arise at any part of the safety life cycle.
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Fig. 4. The accident is caused by unintended events in human

activity, in the technical equipment or in the environment.

Other types of failures are those whose occurrence fol-
lows a stochastic model (failures due to ageing of me-
chanical components, and random failures of electronic
components).

Fault and error are causes for failure.

A mistake is a human error or fault.

Hazard describes the potential of accidents. It comes
up frequently in accident research.

The concept of an accident lies between causes and
consequences. The limit where the accident event begins
and where it ends is not exact. The greater the hazard
potential, the better safety measures are needed to lower
the probability of occurrence of the undesired event to the
level that the level of risk is at or below the acceptable
risk level.

Finally, causes of accidents can be divided into system-
atic failures and stochastic failures in systems. A software
failure, failures caused by errors and mistakes in specifica-
tion, design, construction, operation or maintenance are
always systematic failures. The occurrence of failure does
not cause the accident directly. A specific state of the pro-
cess, or a combination of failures, are needed for a hazard
to occur and to develop to be an accident [1], see Fig. 4.

A viewpoint is that all the accidents are caused by
a human being, either by the design organisation which
has not designed the system to be safe enough, or by
the occupational organisation which has not been able to
handle the disturbance situations.

4 THE SAFE PLANT

OBJECTIVES AND CONCERNS

The goal of the plant safety is to eliminate or minimise
the possible hazards. In practice, safety design consists
of identifying possible process disturbances and potential
accidents, whereafter preventive measures are designed
for them. The safety tasks can be broken down to the
process itself and into the safe design and operations of
the technical facility required for the process. Safe plant
design and operation are achieved by:

1. Achieve safe process design by:

• identifying all types of hazards;
For all substances to be processed, safety ratings and
toxicologically and ecologically relevant data must be

acquired. A comparison of process parameters and de-
sign data with safety ratings, step by step through the
process, reveals where danger sources exist, or may
arise.

• assessing the hazard potentials;

• minimising the hazard potentials;
Determine whether the hazard potentials can be re-
duced through suitable process design.

• deactivating the hazard potentials.
Any hazard potentials that remain must be deacti-
vated in such a way that they cannot manifest them-
selves in the process.

2. Achieve safe plant design and operation by:

• systematically analysing danger sources;
The plant must be systematically searched for danger
sources (possible defects and failures that can activate
the deactivated hazard potential).

• qualitatively evaluating the probabilities of occurrence
of the danger sources; When possible faults are iden-
tified, their frequencies or probabilities of occurrence
must be evaluated so that appropriate safety measures
can be taken.

• minimising sources of trouble and error;
All possibilities for minimising sources of trouble and
error must be exhausted. Early fault detection can
alarm maintenance measures thus preventing from fail-
ure and/or hazardous situation.

• employing fault-tolerant design.
As far as possible, the facility must be designed and
equipped so that faults do not result in harm.

This can be accomplished by applying redundant (mul-
tiple) safety devices.

Safe processing can be achieved through fire protec-
tion, explosion prevention and protection, release and
spill protection, and process control. In general, strategies
of safe processing could be divided into passive (fire pro-
tection, explosion prevention and protection, release and
spill protection) and active (safe operation of the plant by
application of process control and supervision strategies).
This terminology was chosen as control systems can con-
stantly influence the system behaviour. All the methods
that do not fall into process control engineering are called
passive.

The article will focus merely on safe processing based
on process control engineering for achieving safety ob-
jectives in process control plants. Technical or organi-
sational measures, or a combination can be employed.
Safety concepts for specific safety objectives set down in
technical regulations must take first priority. Safety ob-
jective refers to preventing injuries to persons, major en-
vironmental damage, and major equipment damage to
property. Safety precautions for electrical installations
and equipment, occupational safety practices, or mea-
sures taken to safeguard machinery are excluded. Safety
requirements and the measures required are more strin-
gent the greater the risk that must be covered. The risk
must be reduced at least to the acceptable limit by mea-
sures that do not base on process control engineering.
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Table 1. Classification of consequences from occurrences of faults.

Hazard Consequence Description
Classes
0 No consequence

1 Decreased performance (productivity
degradation, quality degradation)

2 Damage on machinery and surroundings,
contamination of environment

3 Injury to people

Active safety measures commonly reduce only a portion

of the risk resulting from a unit. The reminder is usually

dealt by passive safety measures. The safety requirements

for process control engineering is diverse.

Figure 5 illustrates the functions of systems, treated

by process control engineering equipment.

The effect of automation on process safety is not clear.

On the other hand, automation is blamed for posing risk

and for increasing the chance of human error in situations

involving disturbances; however, automation enables so-

phisticated process control and handling of disturbance

situations without human interference. The methods of

safety analysis can be applied during the designing stages

of safe process automation.

However, automation itself is rather safe. No great
amount of energy is bound to it. The hazards arise in the
process controlled by automation. The safety of a process
plant is based on the process design, which define the
number of possible unsafe states and their probability.
But, responsibility for many safety features is allocated
to the automation design. In a hazardous situation, the
target of the control system is to prevent an accident
from happening by keeping the process in a safe state or
by bringing the process back to a safe state before any
serious consequences have occurred. If it is not possible
to maintain a safe state, the control should minimise the
consequences. Another important safety-related target of
the automation design is to prevent hazardous situations
from being caused by automation itself.

When designing the process automation, designer has
the following options for reducing the risk related to the
specific accident [1] (Fig. 6).

The physical consequence of a fault event can often
have a major economical, or social impact. Main classifi-
cation is done with respect to criticality (Tab. 1) [3]. This
classification into hazard classes indicates the importance
of the consequence and can be used to determine the re-
quirements to tolerance to faults before a set of remedy
actions are specified.

Safety analysis of process automation should be a part
of overall safety analysis of a plant. Proper automation
equipment should be predicted in the designing phase.
Overall hazard analysis should point out parts of the
plant (plant elements, automation equipment), where and
what kind of fault detection should be installed. This is
of big importance to install required sensors which some-
times do not play an important role in production itself,
but are required for safety reasons. It should be discussed
whether early fault detection is needed. In addition the
safety and availability performance of process automation
affects the flexibility and profitability of production. Ac-
cidents and injuries not only cause economic losses, they
may cause human suffering and environmental damage.
To judge whether the design is safe enough or should be
improved, the designer must have a concept of what kind
of safety and availability performance is required.

Automation designers do not get data on the safety re-
quirements for automation from the process engineers in
a form which allows direct verification. The automation
engineer has to analyse the hazards associated with the
process, safety analysis methods can be used here. The
hazard and operability study is one of the most common
methods applied to analyse the safety of process engineer-
ing. Other methods adaptable to automation engineering,
and which could be used in co- operation with process en-
gineers, are action error analysis, fault tree analysis and
event tree analysis. The reliability and safety features of
the automation or control system can be further studied
by means of failure mode and effect analysis. Quantita-
tive reliability assessment can be combined with other
methods to get comparative values for the hazards.

An important feature in automation safety is informa-
tion on process states given to the operator. The safety
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analysis methods do not consider this aspect explicitly.
However, safety analysis provide information on the pro-
cess disturbances which might lead to unsafe states, and,
thus the analysis can be used as a standpoint when de-
signing the operator interface. To avoid operator error in
fault accommodation process, the tendency to automated
fault detection, identification and accommodation is an
important subject for automation engineers nowadays.

5 FAULT AND FAILURE DETECTION

IN DYNAMIC SYSTEMS

Modern technology has advanced to the point where it
has become possible and highly desirable to increase the
reliability, availability and safety of technical processes.
This is especially true for automatically controlled pro-
cesses. Therefore health and operation of elements of con-
trolled systems must also be observed by automated mon-
itoring. This procedure begins with monitoring the status
of each element of the process, actuators, sensors, control
equipment-including their behaviour in open and closed
loop operation. Initial fault monitoring is followed by ap-
propriate actions and management to cope with faults,
failures and disturbances to meet reliability and safety
requirements. The monitoring procedure as a whole ends
with the management of maintenance and repair. Human
factors are also important, eg for an appropriate division
of functions and a suitable interface between man and
machine.

However, fault diagnosis has become an issue of pri-
mary importance in modern process automation and as it
provides the pre-requisites for fault tolerance, reliability
or security, which constitute fundamental design features
in any complex engineering system. The main difference
is between:

• fault detection and insulation (FDI) methods based on
mathematical or dynamic model of process system;

• knowledge based methods, which are in many cases
more failure oriented (searching the primary compo-
nent indicating a failure).

In general, fault monitoring systems must be tolerant
to signal deviations caused by process parameter uncer-
tainty, disturbances, non-linearities, etc. which are nor-
mal functions of the operation of most engineering re-
quirements. The robustness and application considera-
tions are also important considerations in applications to
three major types of subsystems of an automated plant:

• actuators;

• main structure (process);

• instrumentation (sensors).

The use of analytical redundancy is the main idea in
the issue of FDI. Three or more dissimilar sensors mea-
suring different variables and therefore producing entirely
different signals, can be used in a comparison scheme.
Even though the sensors are dissimilar, they are all driven
by the same dynamic state of the system and are there-
fore functionally related. The functionally redundant FDI

schemes are basically signal processing techniques em-
ploying state estimation, parameter estimation, adaptive
filtering, variable threshold logic, statistical decision the-
ory, and various combinatorial and logical operations, all
of which can be performed in electrical circuits or digital
computers.

On-line parameter identification, for example, provides
a powerful way of detecting faults in dynamic systems
by estimating physical parameters wherever they can be
defined. The method can be used for component and
sensor fault detection.

An example of an instrument fault detection scheme is
the following: assume that there are m sensors, that one
of them is known to be reliable, and that a state estimator
driven by the reliable sensor signal and the inputs of the
monitored plant can be constructed. In that case it is
possible to generate estimated values of the entire set of
m sensor signals. These can then be compared with the
corresponding actual sensor signals, and any differences
will only be due to small discrepancies as the errors in the
state estimators noise in the sensors. Simple threshold
logic can then be applied to the difference signals. The
thresholds are usually unlike zero to prevent false alarms.

There are certain criteria for assessing the performance
of an FDI scheme:

a) promptness of detection;

b) sensitivity to incipient faults;

c) false alarm rate;

d) missed fault detection;

e) incorrect fault identification.

Each of the criteria depends on the demands of the
process. Some additional remarks are needed for FDI in
feedback control systems.

5.1 Fault Detection, Isolation and Accommoda-
tion in Feedback Control Systems [3]

Consequences, of even simple faults, may be dramatic
and there are considerable incentives to enhance com-
puterised feedback loops with methods for fault detec-
tion and accommodation. A large step can be taken with
mathematical methods from control engineering, but in
order to arrive at efficient solutions for use in large vol-
ume, progress in the area of hybrid systems is mandatory.

Most automated industrial systems are hybrid by na-
ture. They consist of continuous time process controlled
by real time computers. Sensors on the plant provide mea-
surements of process variables, and actuators convert con-
trol signals to physical inputs to the process as visualised
in Fig. 7.

Feedback is established because actuator demands are
calculated from the difference between a reference value
and sensor measurements. Any deviation between these
signals will cause an immediate reaction on the actuators
when actuator demands are updated. The discrete time
control algorithm makes use of both current and previous
events in the plant. This makes it possible to employ, for
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example, prediction methods to give the control loop de-
sired characteristics. Response time to changes in the set-
point, disturbance rejection properties, noise sensitivity,
and stability properties are key attributes that are always
quantified in the requirements to a particular closed loop
design.

Feedback control systems are particular sensitive to
faults. Faults in feedback loops are in general difficult to
handle. They can be categorised in generic types:

• reference value (setpoint) fault;

• actuator element fault;

• feedback element fault;

• execution fault including timing fault;

• application software, system or hardware fault in com-
puter based controller;

• fault in physical plant.

If a fault develops gradually, the closed loop will at-
tempt to compensate for it and in this way hide the de-
velopment of the malfunction. The fault may not be dis-
covered until the control loop stops normal operation. If
faults arise suddenly, the effect is amplified by the closed
loop control. Production stops, process damage, or other
undesired consequences may be the result. A feedback
sensor fault, for example, may cause a large deviation
between measurement and reference. This will in most
cases cause large actuator demands and eventually lead
to rapid change of process state. Unacceptable excursions

in process state followed by production stop, plant fail-
ure or direct damage are experiences from actual events
in industry.

In normal operation, feedback control should keep the
process state equal to a desired setpoint while the influ-
ence from process disturbances and measurement noise
are kept minimal. This can be achieved by employing
methods that estimate process states and perform op-
timal dynamic filtering in combination with techniques
that adopt parameters in the control method to current
process conditions.

In abnormal operation, when faults have occurred, the
control loop should react immediately in a way that pre-
vents a fault from developing into malfunction of the sys-
tem being controlled. This requires added functionality
to well established methods in control theory.

A general method for the design of fault handling as-
sociated with closed loop control includes the following
steps:

1. Make a failure modes and effect analysis related to
control system components.

2. Define desired reactions to faults for each case identi-
fied by the analysis from (1).

3. Select an appropriate method for generation of residu-
als. This implies consideration of system architecture,
available signals, and elementary models of compo-
nents. Disturbance and noise characteristics should be
incorporated in the design if available.

4. Select a method for input-output and plant fault detec-
tion and isolation. This implies a decision of whether
an event is a fault and, if this is the case, the determi-
nation of which element is faulty.

5. Consider the control method performance and design
appropriate detectors for supervision of control effec-
tiveness. This implies surveillance, eg , of closed loop
stability which may be affected by changes in plant
parameters if controller robustness is insufficient. De-
sign of appropriate reactions.

6. Design a method for accommodation of faults accord-
ing to points 2 and 5.

7. Implement the completed design. Separate control
code from fault handling code by implementation as a
supervisor structure.

5.2 Short Overview of Some FDI Methods
Based on Analytical Models

The chosen diagnostic procedure depends mostly on
fault detection demands and available process models.
Figure 8 shows a simple classification of the diagnostic
algorithms.

Some of the three basic FDI methods based on ana-
lytical models will be presented in the next sections:

• parity space approach;

• observer approach;

• parameter estimation approach.



Journal of ELECTRICAL ENGINEERING, VOL. 53, NO. 5-6, 2002 173

DYNAMIC

PROCESS

Co(s)

DYNAMIC PROCESS

MODEL

Co(S)

r

u

fu

fy

y

ym

n

DC(s)

C(S)

Fig. 9. Principle of the parity space approach to fault detection

Parity Space Approach

The parity space approach means a comparison of the
mathematical model of the plant and of the measured
variables. Any fault can be detected through differences
between the compared signals. Consider a dynamic sys-
tem with input vector, u , output vector, y , and a feed-
back control system. The plant in general consists of ac-
tuators, plant dynamics (components), and sensors. For a
realistic representation it is important to model all effects
that can lead to alarms and false alarms. Such effects are:

• faults in the actuators, or in the components of the
plant dynamics, or in the sensors;

• modelling errors between the actual system and its
mathematical model;

• system noise and measurement noise.

The analytical redundancy approach requires that the
residual generator performs some kind of validation of
the nominal relationships of the system, using the actual
input and measured output (Fig. 9). The redundancy re-
lationships to be evaluated can simply be interpreted as
input-output relations of the dynamics of the system. It
is highly desirable to have input and output signals of the
actuators of the plant available. This is especially impor-
tant if the actuators are highly non-linear because then
the required system equations do not contain the actu-
ators non-linearities. If a fault occurs, the redundancy
relations are no longer satisfied and a residual, ri 6= 0,
occurs. The residual is then used to form appropriate de-
cision functions. They are evaluated in the fault decision
logic in order to monitor both the time of occurrence and
location of the fault. For residual generation, three kinds
of models are required:

• nominal;

• actual (observed);

• model of the faulty process.

The output from the parity equations are signals show-
ing inconsistency between normal and faulty operation. In
normal process operation the parity equations output is
approximately zero. In the case of faults the output will
be nonzero. Fault insulation is achieved with structured
parity equations. One element of the residual vector is
unaffected by a specific fault while all the others will be

affected. In that way the determination of fault is possi-
ble.

The parity equations are designed as follows:

e(s) = ∆Y(s)− C(s) ·∆U(s) = Y(s)− C(s) · U(s)

r(s) =W (s) · e(s) .
(1)

The residual vector r(s) is found by multiplying the
weighting filter W (s) with the error e(s) . The filter is

designed to make the jth residual unaffected to the ith

fault. Unfortunately, the residual is also affected by mea-
surement noise n and modelling uncertainty ∆C , not
only by the fault vector f (2).

Y(s) = (C +∆C) · U(s) + n(s) + S · f (s) , (2)

e(s) = Y(s)− Ym(s) = S · f (s) + n+∆C · U . (3)

In general, the residual vector r(s) is affected by all faults
f (s) :

r = [r1, r2, . . . , rn]
>
= r(f1, f2, . . . , fn) . (4)

Residual ri should be made unaffected by fault fi . This
is achieved if matrix [W · S] has the following structure
(5):

ri 6= ri(fi) ⇐⇒ W · S =
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(5)

or
n
∑

i,j=1

wji · sij = 0 if i = j .

Here, the first residual, r1 , depends on all but the first
fault, the second residual, r2 , on all but the second fault
and so on; that is:

r1= r1(f2, f3, . . . , fn)
r2= r2(f1, f3, . . . , fn)
...

ri= ri(f1, f2, . . . , fi−1fi+1, . . . , fn)
...

rn= ri(f1, f2, . . . , fn−1) .

(6)

The decision function for the logical evaluation of the
residuals could then be as follows:

if
(

r2 ∧ r3 ∧ · · · ∧ rn 6= 0
)

∧
(

r1 = 0
)

=⇒ f1

if
(

r1 ∧ r3 ∧ · · · ∧ rn 6= 0
)

∧
(

r2 = 0
)

=⇒ f2

· · ·

(7)
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Fig. 10. Residual generation with full-order observer

Robust Fault Diagnosis Using Parity Space
Approach in State Space Description and
Optimal Time Domain Approximation

A unified approach to the design of robust observer
schemes for sensor, actuator and component fault detec-
tion and isolation in dynamic systems has been described
by several authors [4], [5]. Residual generation can be
achieved by providing effective discrimination between
different faults in the presence of unknown inputs such as
system disturbances, modelling uncertainties, process pa-
rameter variations and measurement noise. The approach
is based on the theory of unknown input observers provid-
ing complete fault decoupling and disturbance invariance
under certain conditions independent of the modes of the
faults and disturbances. If the underlying conditions are
not given, there can be an optimal compromise that min-
imises the ratio of a norm of the sensitivity with respect
to unknown inputs to the norm of the sensitivity with
respect to fault in linear systems.

For state estimation one can use linear or non-linear
observers, full or reduced-order state observers or Kalman
filters, when noise is considered. In either case a math-
ematical model of a plant is involved. The standard ob-
server configuration for the case of a full order observer is
shown in Fig. 10. The simple parallel model usually is not
sufficient thus the feedback is required for the following
reasons:

• to compensate the effects of different initial conditions;

• to stabilise the observer which is particularly impor-
tant in the case of unstable system;

• to provide freedom for the design of the observer, for
example, to decouple the desired effects of faults, from
the effects of unknown inputs, or the effects of different
faults from each other.

The key problem of the observer-based fault detection
is generation of a set of residuals that permits unique
distinction between faults. This goal can, in general, be
achieved by a bank of observers or an observer scheme.

The parity-space approach is similar to the design of
a dead-beat fault detection observer, robust to unknown

inputs. The theoretical background is described by the
following steps:

Suppose the system is given by the linear discrete state
equations:

x(k + 1) = A · x(k) + B · u(k) (8)

y(k) = C · x(k) (9)

where x is the n × 1 state vector, u the p × 1 actuator
input vector, y the q × 1 sensor output vector. The
redundancy relations are specified mathematically. Let
the subspace of (s+1)q dimensional vectors v be defined
by (10):

P =















v | v> ·









C

C · A
...

C · As









= 0















(10)

which is called the parity space of order s . Every vector
v can be used at any time k for a parity check:

r(k) = v>













y(k − s)
...

y(k)






− H1







u(k − s)
...

u(k)












(11)

with

H1 =













0 0 0 . . . . . . . . . . . 0
C·B 0 0 . . . . . . . . . . . 0

C·A·B C·B 0 . . . . . . . . . . . 0
... . . . . . . . . . . . . . . . . . . . 0

C·As−1·B . . . . . . . C·A·B C·B 0













.

(12)

Substituting the state equations (8) and (9) in r(k)
yields:

r(k) = v> ·









C

C·A
...

C·As









· x(k − s) . (13)

r(k) is zero if no faults occur. The redundancy relation
is simply an input-output model for a part of the dynam-
ics of the system. The robustness of the FDI scheme is
achieved by choosing the most reliable relations instead
of overall mathematical model.

Let the model from (8) be improved taking unknown
inputs and the fault vector into account. The system
description is then as follows:

x(k + 1) = A · x(k) + B · u(k) + E · d(k) +K · f (k)
(14)

y(k) = C · x(k) . (15)

E is a n × s dimensional distribution matrix of the un-

known input signal, ~d(k) , K is the n×1 dimensional dis-
tribution matrix of the fault vector, f (k) . The problem of
complete disturbance decoupling can be solved by trans-
formation of the system to so called Kronecker canonical
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form. In many practical situations, complete decoupling
may not be achievable, because there may be too many
disturbances present in the system. The best compromise
that can be achieved in such a case is to make the resid-
ual “optimal” in the sense of minimising a performance
index which relates the effects of disturbances to the ef-
fects of faults. Let the performance index be a ratio of
the Euclidean norm of the effects of disturbances to the
Euclidean norm of the effects of faults:

P =
‖v>·H2‖2

‖v>·H3‖2

(16)

where

H2 =













0 0 0 . . . . . . . . . . . 0
C·E 0 0 . . . . . . . . . . . 0

C·A·E C·E 0 . . . . . . . . . . . 0
... . . . . . . . . . . . . . . . . . . . 0

C·As−1·E . . . . . . . C·A·E C·E 0











 (17)

H3 =













0 0 0 . . . . . . . . . . . 0
C·K 0 0 . . . . . . . . . . . 0

C·A·K C·K 0 . . . . . . . . . . . 0
... . . . . . . . . . . . . . . . . . . . . 0

C·As−1·K . . . . . . . C·A·K C·E 0













.

(18)

The system from (14) and (15) can now be written as:











y(k − s)
y(k − s+ 1)

...
y(k)











=









C

C·A
...

C·As









x(k − s)

+H1











u(k − s)
u(k − s+ 1)

...
u(k)











+H2











d(k − s)
d(k − s+ 1)

...
d(k)











+H3











f(k − s)
f(k − s+ 1)

...
f(k)











(19)

In order to generate a scalar residual r(k) , one has to
check if the above state equations hold for the available
input and output data. This can be done by calculating
equation (20) on-line at each sampling time k :

r(k) = v>·





















y(k − s)
y(k − s+ 1)

...
y(k)











− H1·











u(k − s)
u(k − s+ 1)

...
u(k)





















.

(20)

In order to make the residual r(k) independent of any

initial conditions x(k − s) , vector v> has to be chosen

by equation (10). As the residual has to be affected by
the faults, the following must hold:

v> · H3 6= 0 . (21)

But v> has to be determined as to satisfy the condition:

v> · H2 = 0 . (22)

which implies that the residual is not affected by the
unknown input vector d . This would be an ideal solution.
A performance index P from equation (16) is a proper
compromise if it is minimised. To ensure that equation
(10) is fulfilled, the problem is reformulated to finding a

vector w> such that the performance index

P =
‖v> · V0 · H2‖2

‖v> · V0 · H3‖2

(23)

becomes minimal. V0 is a base for all possible solutions to
equations (10). Hence w> singles out the best vector v>

of all possible solutions represented by V0 . The solution
to the optimisation problem according to equation (16)
can be obtained by a differentiation of the performance
index by w> . This leads to the relation:

w> ·
(

V0·H2·H
>
2 ·V

>
0 − P ·V0·H3·H

>
3 ·V

>
0

)

= 0 . (24)

The solution to equation (24) gives the solution of the de-
sign problem. Thus the problem reduces to a generalised
eigenvalue-eigenvector problem. The minimal eigenvalue
is the optimal value of the performance index and the
corresponding eigenvector is the selector for the optimal
residual generator v> .

Parameter Estimation Approach

W. Goedecke has used parameter estimation methods
using linear equations for heat transfer, derived by Is-
ermann, 1965, for fault detection in a tubular heat ex-
changer [6]. The derived model turned out to be quite sim-
ple as homogeneous temperature dispersion in the shell
was considered due to steam used for heating the prod-
uct. The heat transfer coefficients were identified and thus
change in model parameters detected using continuous-
time model. The parameter identification methods are
well known and available in literature (see the work of Is-
ermann, for instance) thus the method is only mentioned
here. The identification algorithm can be applied in con-
tinuous or discrete time. If continuous-time is applied (no
need for z -transform), the derivatives of the signals have
to be either measured or obtained using observers. Best
results were obtained using state variable filters [7]. An-
other method of obtaining signal derivatives is by using
real differenciators. Signals have to be properly filtered
before application, thus a high sample rate is required.
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6 DISCUSSION AND CONCLUSIONS

There are three main hazardous events associated with
the process industry, especially its chemical branch. These
are releases and spills, fires, explosions. Each of these has
its causes, (called also the symptoms) and consequences.
These events can react with humans and environment di-
rectly and/or indirectly. In general, there are two different
ways of preventing these hazardous events from happen-
ing. The passive methods mean safe operation achieved
through process engineering methods as minimising fire
loads, protection from ignition sources, implementation
of fire-protective equipment, fire-safe enclosures, keeping
the concentrations of flammable substances outside the
explosion range, keeping the temperatures below the flash
point, minimising the concentrations of oxidising agent,
implementation of proper barriers included with the ves-
sels, use of proper equipment materials. The active meth-
ods are achieved through process control engineering and
include the process automation equipment that works on-
line. The automation should be able to minimise the prob-
ability of the causes for the hazardous situation, it should
activate proper control actions to prevent the hazard,
be able to support proper operator actions and release
proper actions to restrict the consequences. Proper mea-
surement equipment for safety reasons and fault detection
has to be predicted and installed during planning and in-
stallation phase of the plant as some process variables and
parameters are not important for the production itself
but are of significant meaning for quality of production
and safe processing. The studies have shown that poor
instrumentation and operator errors are the main causes
for accidents in chemical plants. This proves that haz-
ard studies are important and that the automation level
should be as high as technology enables. Hazard studies
should also determine the points and parts of the plant
where early fault detection and insulation is of significant
meaning.

The complete Fault Detection and Isolation (FDI)
scheme includes a combination of analytical and heuris-
tic methods. The analytical redundancy is an alternative
approach to physical redundancy. Physical redundancy
means that redundant signals are generated by means of
a set of equal redundant sensors through which the failed
ones can be detected. Analytical redundancy uses mathe-
matical models and observers to generate redundant sig-
nals. Changes in model parameters can be detected by
parameter estimation methods. A set of observers can
be used to detect either sensor, component or actuator
faults. If the symptoms of a fault are well known, the
fault can be detected on time to prevent it to arise to a
failure that could lead environmental damage (vessel leak-
age, release, fire, explosion) or loss of human life. Never-
theless, implementation of FDI schemes increases the oc-
cupational safety as human is excluded from the process.
However, an appeared fault is detected automatically and

proper reconfiguration is carried out to keep the process
in a safe state.

There are several ways of testing the FDI scheme per-
formance. It can be tested either through simulations,
where the main problem is that disturbances, unknown
inputs and noise cannot be modelled properly. Another
way is to work off-line and test the performance of the
FDI scheme on previously measured signals. The main
problem here is that behaviour of the closed loop system
cannot be tested.
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