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Hybrid MAC protocol for IEEE 802.11
wireless LANs with hidden node problem
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∗

Combining the IEEE 802.11 basic MAC (medium access control) protocols, which are the DCF (distributed coordination
function) and the PCF (point coordination function), we propose a hybrid MAC protocol to improve the performance of
IEEE 802.11 wireless LANs and mitigate the hidden node problem.
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1 Introduction

2 Unifying hybrid MAC protocol

The DCF (distributed coordination function) suffers
from the exponential performance degradation as the
number of active nodes grows, and the performance of
the other basic MAC (medium access control) protocol,
which is the PCF (point coordination function), worsens as the smaller portion of nodes are active because
unnecessary polling and response frames are transmitted
between inactive nodes and AP (access point) [1, 2]. The
hidden node problem that exists in IEEE 802.11 wireless
LANs further aggravates the performance of the DCF [3].
Exploiting the contrasting characteristics of the DCF and
the PCF in MAC performance, the hybrid approach combining the DCF and the PCF is promising to resolve the
problem of IEEE 802.11 wireless LANs and improve the
MAC performance.

According to [2], MAC service period is divided into
CFPs (contention free periods) where the PCF is operated and CPs (contention periods) where the DCF is operated, and CFPs and CPs are alternated with each other.
AP can estimate the uplink MAC throughput as the total
bits of payloads in MAC frames successfully transmitted
from nodes over total MAC operation time.
During CFPs, AP collects the PHY carrier sensing information among nodes. The carrier sensing information
Ci,j between nodes i and j is

One approach for mitigating the hidden node problem of IEEE 802.11 wireless LANs is to divide nodes into
multiple clusters so that no hidden node problem exists in
each cluster and assign distinct time slots or orthogonal
frequency slots to clusters [4, 5]. However, the exponential performance degradation of the DCF due to the huge
number of active nodes in IoT (internet of things) traffic
environment was not considered in [4, 5]. In [6], combining
the DCF and the PCF, the clustering method for resolving the performance degradation problem due to the huge
number of active nodes was proposed without the consideration of the hidden node problem. In this paper, combining the DCF and the PCF, for resolving the hidden
node problem and the exponential performance degradation simultaneously, we propose an unifying hybrid MAC
protocol with the new clustering method.

Nodes update Ci,j ’s by continuously hearing the signals
from other nodes during CFPs. For collecting the carrier
sensing information from nodes, AP sends polling frames
to nodes, and receives from nodes response frames containing the changes of the carrier sensing information.
This method for collecting the carrier sensing information was employed to mitigate the hidden node problem
in [4].
Now, we want to explain the new clustering method,
which can be implemented in AP using the carrier sensing
information, for resolving the hidden node problem and
the DCF performance degradation simultaneously. Let us
assume that AP tries to cluster n nodes into m clusters.
The clustering method begins with m empty bins where
each bin represents a cluster. Selecting a random node
that has not yet been inserted into a bin, AP attempts
to insert the selected node into a bin. Let us assume that

Ci,j =



1



0

if node j senses the PHY signal
transmitted from node i ,

(1)

otherwise.
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sert active nodes into bins first and insert inactive nodes
afterwards.
If AP succeeds in clustering nodes into m clusters, AP
can divide CP into m SPs (sub-periods) of equal length,
each of which is assigned to a cluster. By the proposed
clustering method, no hidden node problem exists within
each cluster, and the exponential performance degradation can be resolved because of the reduced number of
nodes that participate in the DCF contention. As discussed in [4], according to channel state, during CFPs
AP can piggyback the cluster numbers on polling frames
to inform nodes of the updated clusters to which nodes
belong. At the start of each SP during CPs, AP should
broadcast announcement frame with the corresponding
cluster number an SIFS (short inter-frame space) period
after the previous frame exchange sequence, and only the
nodes belonging to the cluster contend for their transmissions using the DCF during the assigned SP. However, if
only a single node composes a cluster in a extreme case,
AP grants the transmission opportunity using the PCF
during the assigned SP.
Continuously monitoring the MAC performance for
various values of m and changing m according to channel state in the direction of increasing the MAC performance, we can obtain the appropriate hybrid MAC protocol. As the portion of active nodes becomes larger, the
appropriate hybrid MAC protocol becomes resembling
the PCF with larger m. As the portion of active nodes
smaller, the hybrid MAC protocol resembling the DCF
with smaller m.
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Fig. 1. MAC throughput results

Table 1. Values of simulation parameters

Parameters

Values

Data Trans. Rate

6.5 Mbps

ACK Trans. Rate

6 Mbps

SIFS

16 µs

DIFS

34 µs

Time Slot

9 µs

Max. Backoff Stage
PHY Header Trans. Length
CP Length, CFP Length

7
20 µs
100 ms

3 Simulation results
AP attempts to insert node k into bin l . The insertion
can be successful if
Cp,k = Ck,p = 1
for each node p existing in bin l ,

(2)

so that no hidden node problem exists among nodes in
bin l . If the attempt of the insertion of node k into bin l
fails, AP continuously attempts to insert node k into the
next bins in the order of increasing size of bin, which is
the number of nodes existing in bin. By the order of increasing size of bin by which AP attempts the insertions,
we can have the resulted clusters with the sizes that are
as even as possible. When during the clustering process
AP cannot find bin l among m bins satisfying the condition (2) for any node k that has not yet been inserted into
a bin, incrementing the number of clusters, AP should
retry to cluster n nodes into m + 1, m + 2, . . . , n clusters
sequentially until n nodes are clustered successfully.
Polling nodes and receiving responses from nodes during the previous CFPs where each node is granted at least
one transmission opportunity using the PCF, AP can determine whether each node is active or not. To distribute
active nodes over the clusters evenly, AP should try to in-

Let us assume that two thousand nodes are randomly
distributed over the circular IEEE 802.11n wireless LAN
service area with radius of r , and 50 % of nodes are active
and attempt to transmit their data frames with payloads
of 20, 000 bits to an AP, which is located at the center
of the service area. It is assumed that the original DCF,
the MAC protocol in [6], or the hybrid MAC protocol proposed in the previous section of this paper is employed for
the uplink transmission from the nodes to the AP during
CPs, and the PCF is employed for the uplink transmissions during CFPs. The transmission and carrier sensing
ranges between nodes are assumed to be r and 1.2 r ,
respectively. RTS (request to send) and CTS (clear to
send) frames are not transmitted, and the data transmissions are unsuccessful only when the collisions between
transmissions occur due to the hidden node problem or
the concurrent DCF backoff timeouts of the active nodes.
Considering low-power WiFi nodes and interference from
various traffic sources in IoT traffic environment, we assume the PHY data transfer rate is 6.5 Mbps [7]. Furthermore, the ACK transfer rate is assumed to be 6 Mbps,
which is a rate of the basic rate set. The values of the
parameters used for simulations is presented in Table 1.
The DCF, the MAC protocol in [6] and the hybrid
MAC protocol proposed in this paper were simulated for
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various values of the number m = 20, 25, 40, 50, 100,
200, 250 and 500 of clusters. We generated at least ten
thousands packets for each active node and had the packets stored in the transmission buffer of each active node
at the start of each simulation, and simulations were conducted until all the packets were successfully transmitted
to the AP. In Figure 1, we compare the uplink total MAC
throughputs during CPs for the DCF, the MAC protocol in [6] and the hybrid MAC protocol proposed in this
paper. Note that the performance of the DCF does not
change for various values of m.
As can be seen in Fig. 1, compared to the DCF and
the MAC protocol in [6], the hybrid MAC protocol proposed in this paper greatly improves the MAC performance. As the number m of clusters becomes greater, the
overhead of transmissions of announcement frames becomes larger, which leads to the reduced MAC throughputs of the MAC protocol in [6] and the hybrid MAC
protocol proposed in this paper at the large numbers of
clusters. As the number of clusters becomes smaller, the
MAC throughputs of both the MAC protocol in [6] and
the hybrid MAC protocol proposed in this paper follow
the roughly bell-shaped curves. When the number of clusters is smaller than 100, the MAC throughputs of both
protocols in [6] and proposed in this paper tend to decrease as the number of clusters becomes smaller because
the larger number of nodes belonging to each cluster participate in the DCF contention during each SP. However,
compared to the hybrid MAC protocol proposed in this
paper, the MAC throughput of the MAC protocol in [6]
decreases more sharply due to the hidden node problem
as the number of clusters becomes smaller.

4 Conclusions and future research
We proposed the hybrid MAC protocol combining the
basic MAC protocols of IEEE 802.11 wireless LANs to
resolve the hidden node problem and improve the MAC
performance of IEEE 802.11 wireless LANs. Numerical
results were also presented to show that the proposed hybrid MAC protocol greatly improves the MAC through-

put. The efficient algorithm for optimizing the number
of clusters so that the MAC performance of the hybrid
MAC protocol is maximized should be developed by future research.
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