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PAPERS

Spam filter based on geographical location of the sender

Tomáš Caha, Martin Kovař́ık1

Spam annoys users and poses a security threat. This article proposes a spam filter based on geographical location of
the sender determined by IP geolocation. This filter was implemented as a plugin to the SpamAssassin anti-spam software.
The plugin allows to define a penalty score for specific countries sending spam. The proposed filter was tested on a dataset
of 1500 e-mails consisting of 1200 spam and 300 legitimate e-mails. The Matthews correlation coefficient of the filter has a
value of 0.222. This indicates that the proposed spam filter contributes to the correct spam filtering.
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1 Introduction

Electronic mail (e-mail) is one of the means of commu-

nication of modern times. Users who use e-mail encounter

unsolicited messages (spam) daily. These unsolicited mes-

sages may contain offers for various products or services,

which is annoying for the user. However, through spam,

spammers also very often try to obtain sensitive informa-

tion (payment card details, internet banking login creden-

tials) or financial resources (fraudulent invoices, payment

requests, threats) from the recipient.

One of the protections against unsolicited messages are

anti-spam filters, which decide whether a message is le-

gitimate (ham) or unsolicited (spam). The topic of spam

detection is quite extensive and there are many types of

filters. Currently, research is focused on improving cur-

rent techniques or on proposing completely new methods,

which are described below. The aim of these filters is to

improve the quality of use of electronic communication

via e-mail and to increase user security.

This article presents a method to classify e-mails based

on the geographical location of the sender. Each e-mail is

transferred through one or more mail servers on its way

from the sender to the recipient. The simple mail transfer

protocol (SMTP) protocol used by these servers requires

each server to include trace fields in the e-mail header.

Each server includes its digital footprint containing its

Internet Protocol (IP) address in the message. Therefore,

it is possible to determine the sender with a public IP

address. The trustworthiness of the trace fields and the

possibility of spoofing must be considered. Public IP ad-

dresses can be geographically located. Geographical loca-

tion (abbreviated as geolocation) is the process of deter-

mining the physical location of a network device based on

network parameters (eg IP address), [1].

Geolocation of the IP address has a wide range of
applications. Advertising platforms can better target ad-
vertise ments for products or services in the user’s area.
Websites can be configured to automatically preselect
language or currency depending on where the visitors
are coming from. Another location-based content can be
weather forecast or local news. Some content distributed
through audio or video streaming platforms may be
served to licensed territories only and therefore providers
must ensure that no digital rights are violated. In these
cases, the content may be blocked based on the user’s lo-
cation, [2]. Geolocation is also involved in a cybersecurity
and detection systems. Sometimes a two-factor authenti-
cation may be enforced when a user attempts to perform
some action from an unusual location, [3].

We propose an actual spam filter, including the in-
troduction of the developed plugin to the SpamAssas-
sin anti-spam solution. The plugin is available for down-
load on GitHub, [4]. The results of applying the proposed
method are presented and tested on a custom dataset of
legitimate (ham) and spam e-mails.

2 Related work

Spammers are constantly adapting to new anti-spam
solutions to get around them. Researchers try to improve
existing spam filters or find new solutions. Current devel-
opments in spam detection techniques focus on artificial
intelligence (AI) elements using machine learning (ML)
or deep learning (DL) and natural language processing
(NLP).

In [5], authors came up with filtering e-mails based
on deep learning techniques to make their classifier to
discriminate between three classes ham, spam and phish-
ing e-mails. They trained their artificial neural network
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(ANN) model with 4 layers (1 input, 2 hidden, and 1 out-
put) with building time of 8.77 seconds for one dataset
with 0.999 validation accuracy.

In [6] an enhancement of naive Bayes classifier with
employing longest common subsequence (LCS) was pro-
posed. In some cases, spammers spell some words inten-
tionally to deceive spam filters. Words such as discount or
disc0unt instead of discount) can be readable by a human
but not a machine. They implemented LCS logic into the
classifier to identify the correct form of a word. They in-
creased specificity by 7.6% and sensitivity by 7.54% for
the LCS spam filter over the simple Bayesian spam filter.

Designed an online subject-based weighted naive Baye-
sian (WNB) classifier is in [7]. This type of filter is faster
than filters scanning the whole e-mail body. They accom-
plished an accuracy of 95.7% on Enron-spam datasets.

Geolocation can be performed in active or passive
ways. Active methods are based on the measurement
of network transmission parameters between reference
points and the network device for which we are trying to
determine its physical location. The reference points are
network devices with a known location. The most mea-
sured parameter is latency, the time it takes for a single
data segment to be transferred from the source to the
destination and back called round-trip time (RTT). La-
tency is caused by transmission links (speed, utilization,
distance), intermediate nodes, and end devices (perfor-
mance, load). Measurements are usually made from sev-
eral reference points, because then the approximate ge-
ographical position can be estimated from the measured
values,[8].

In [9], an active geolocation using RIPE IPmap single-
radius engine is described and its accuracy against two
commercial geolocation databases was evaluated. Their
results showed that this method had city-level accuracy
higher for 80.3% of estimated geolocations than both ge-
olocation databases. RIPE IPmap single-radius engine
consists of several steps like finding a set of RIPE At-
las probes close to the given IP address, performing ping
measurements, converting and filtering the results, cal-
culating the distance between a probe with minimum la-
tency to the given IP address, ranking cities within the
calculated distance from the probe and picking up the
highest ranked city.

Passive methods are based on searching databases that
store information about network devices. These databases
can be public or commercial. Geolocation databases usu-
ally contain blocks of IP addresses mapped to a geograph-
ical location. Searching for this information is then faster
and easier compared to active methods, as nothing needs
to be measured or computed. Non-commercial databases
are usually free of charge but provide a limited amount
of information with less accuracy and less up-to-date in-
formation. Commercial databases, on the other hand, are
fee-based, guarantee availability, and provide more and
more accurate information.

In [10], the consistency and coverage of four ge-
olocation databases (namely IP2Location DB11.LITE,

MaxMind GeoIP2, MaxMind GeoLite2 and Digital Ele-
ment NetAcuity) using a dataset of 1.64 M router inter-
face addresses is examined. According to their analysis
IP2Location DB11.LITE and Digital Element NetAcu-
ity have almost perfect country and city-level coverage.
Freely accessible IP2Location DB11.LITE and MaxMind
GeoLite2 databases are comparable with 77.5% to 78.6%
country-level geolocation accuracy.

In [3], author investigated a retrospective IP address
geolocation. Approach referred to as late location means
locating an IP address in the past by a current geolocation
database. The median location error increased by a minor
value of up to 3 years to the past for IPv4 addresses and
up to 1 year to the past for IPv6 addresses. The median
location lifetime duration was about 46 days for IPv4
addresses and 24 days for IPv6 addresses.

3 Proposal of a spam filter

We tested an idea of spam filtering based on the geo-
graphical location of the sender. First we dissect the email
parts that are important for our filter. The following is a
description of the proposed filter.

3.1 Header fields of an e-mail

E-mail is an electronic message delivered to the recip-
ient from the sender. It is essentially a text file whose
format is defined in RFC 5322, [11]. This document spec-
ifies that the message is divided into two parts, namely
the header and the body. The body of the message con-
tains the actual text of the message including possible
attachments.

The header usually contains information about the
sender, the recipient and other additional information.
Header fields consist of a header name separated by a
colon and followed by a value. An example of the header
of an unsolicited e-mail is shown below.

• Listing 1: An example of the header of an unsolicited
e-mail

Received: from allbygrace.com (dzgualoil.xyz

[5.181.80.128])

by emai lsmtpd19.ko.seznam.cz (Seznam SMTPD

1.3.136) with ESMTP;

Thu, 28 Apr 2022 13:18: 07+0200 (CEST)

To: example@seznam.cz

Subject: Pick and PackService/Fulfillment

Message-ID: <4ea213e9236576317a90fefe300ed7b0

@stanleysistrunk.com>

Return-Path: nathanov@rossendental.com

Date: Thu, 28 Apr 2022 13:06:53+0200

From: ‘‘Jenna Franco’’<nathanux@rossendental.com>

Reply-To: info@727770.com

The most important header fields are briefly described
below. More detailed information can be found in RFC
5322 section 3.6.
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Fig. 1. Simplified representation of the transmission of an e-mail from the sender to the recipient

Fig. 2. Diagram of proposed filter

• To: Contains the e-mail address(es) of one or more
primary recipients of the message.

• From: specifies the address of the sender of the mes-
sage.

• Subject: contains a short text string identifying the
subject of the message.

• Date: contains the date and time the message was
composed and ready to be sent.

• Received: is one of the trace fields that carry informa-
tion about the path of the message through the SMTP
servers from the sender to the recipient.

The format of the content of this field is defined in
RFC 5321, [12]. Each SMTP server that receives a given
message for processing (forwarding to another server, de-
livery, other processing) must insert its own Received:
field at the beginning of the message, in which it in-
serts its identification and other information. Servers shall
not modify Received: fields previously inserted by other
servers in any way. The Received: field typically contains
the following information:

• From – server the message was received from, its name
and IP address,

• By – which server received the message and inserts
this Received: field and in parentheses is the software
the server uses (for example Postfix),

• With – used protocol (eg SMTP, ESMTP),

• For – contains the recipients address,

• Id – identifier,

• Timestamp – date and time usually given in local
server time.

Not all these parts need to be in the Received: field, or
they may take a different form.

3.2 Message transfer

Figure 1 shows a simplified representation of the trans-
mission of an e-mail from the sender to the recipient.
The user creates a message in a mail program (Microsoft
Outlook, Mozilla Thunderbird) generally referred to as
mail user agent (MUA). Once sent, the message is routed
through one or more mail servers to the destination
server. These servers, generally referred to as mail trans-
fer agent (MTA), are responsible for receiving the mes-
sage and determining where it should be forwarded. The
mail submission agent (MSA), which is usually a part of
the MTA, takes over the message from the MUA. When a
message is received by an MTA server, the Received field
is inserted into the message header. From the destination
MTA server, the message is forwarded to the mail de-
livery agent (MDA) server, which ensures delivery of the
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message to the user’s mailbox, where users then download
incoming messages using their MUA mail client. The fig-
ure also outlines the commonly used SMTP, POP3 and
IMAP protocols.

3.3 Origin of e-mail

When trying to determine the geographical location of
the origin of the e-mail, the trace fields in the header of
the message can be used. The Received fields can be used,
because as mentioned above, every mail server (SMTP
server) must alter the incoming message by prepending
such a field. Listing 2 shows an example of chain of the
Received fields. This field closest to the recipient is the
highest (first), the other one closest to the sender is the
lowest (last).

RFC 5321 explicitly states the following: “An Internet
mail program MUST NOT change or delete a Received:
line that was previously added to the message header
section. SMTP servers MUST prepend Received lines to
messages; they MUST NOT change the order of existing
lines or insert Received lines in any other location”, [12]

• Listing 2: Example of a chain of the Received fields

Received: from mailserver.callsoft.be (mailserver.

callsoft.be [81.95.119.145])

by email-smtpd30.ng.seznam.cz (Seznam SMTPD 1.3.136)

with ESMTP;

Tue,19 Apr 2022 00:52:05 +0200 (CEST)

Received: from localhost (localhost.localdomain

[127.0.0.1])

by mailserver.callsoft.be (Postfix) with ESMTP id

7C70E8E214C;

Tue,19 Apr 2022 00:52:04 +0200 (CEST)

Received: from mailserver.callsoft.be ([127.0.0.1])

by localhost (mailserver.callsoft.be [127.0.0.1])

(amavisd-new, port 10032) with ESMTP id 5T1egK4Fc8K9;

Tue, 19 Apr 2022 00:52:04 +0200 (CEST)

Received: from localhost (localhost.localdomain

[127.0.0.1])

by mailserver.callsoft.be (Postfix) with ESMTP

id EE7888E214D;

Tue, 19 Apr 2022 00:52:03 +0200 (CEST)

Received: from mailserver.callsoft.be ([127.0.0.1])

by localhost (mailserver.callsoft.be [127.0.0.1])

(amavisd-new, port 10026) with ESMTP id Fh1jkGyR8m5q;

Tue, 19 Apr 2022 00:52:03 +0200 (CEST)

Received: from celqjl (unknown [77.40.3.33])

by mailserver.callsoft.be (Postfix) with ESMTPSA

id 204368E214C; Tue, 19 Apr 2022 00:52:02 +0200 (CEST)

If the previously cited conditions are met, the geo-
graphical location of the sender would be equal to the re-
sult of geolocation of IP address 77.40.3.33. Zhuang et al.
in 2008 pointed out that a malicious relay mail server can
easily tamper the chain of relaying IP addresses. There-
fore, the first IP address in the chain (the closest to the
sender) may not be trustworthy. They proposed the fol-
lowing method. First, the trusted sender’s IP address is

the closest to the recipient. Then the chain of Received
fields is walked through and tested if reported sender’s
IP address is on the trust list. First unrecognized IP ad-
dress in the chain is then taken as the e-mail source, [13].

When considering the previously mentioned method,
the geographical location of the sender would be equal to
the result of geolocation of IP address 81.95.119.145.

3.4 Method steps

The whole filter flow is shown in Fig. 2. Due to the
above-mentioned problem with trustworthiness of a chain
of the Received fields, we believe that it should be possi-
ble to let the mail server administrator, decide whether
the filter should trust the chain or not. Therefore, our
proposal covers both cases.

If the filter is configured not to trust the chain of the
Received fields, then the origin of the e-mail (the sender’s
IP address) is the first public non-trusted IP address clos-
est to the recipient because we assume that all private
IP addresses closest to the recipient belong to the mail
system under recipient’s control and therefore, they are
safe. In case of trusting the chain of the Received fields,
then the origin of the e-mail (the sender’s IP address)
is the first public IP address closest to the sender (pri-
vate IP addresses must be omitted as they can not be
geolocated). If no public IP address in the chain of the
Received fields was found at all, we assume that the e-
mail was transferred internally in the mail system under
recipient’s control and therefore, this e-mail is a ham.

Finally, the geolocation database is searched for the
IP address of the origin of the e-mail. Country where the
searched IP address originates is compared to the list of
blocked countries. If matched, the e-mail is penalized with
given spam score.

3.5 Custom plugin

The proposed filter was also implemented in a plugin
named Geolock, which was developed for the SpamAs-
sassin anti-spam solution in version 3.4.6. SpamAssassin
is a popular and frequently used open-source software,
written entirely in Perl and can be extended with custom
plugins written in the same language.

The plugin consists of two files Geolock.pm and Ge-

olock.cf. The latter file, shown in Listing 3, contains con-
figuration parameters such as the penalty score, whether
the administrator does not trust the chain of the Received
fields (1 – do not trust, 0 – trust), and a list of countries
from which to evaluate e-mails as a spam. TheGeolock.pm

file contains the actual Perl implementation of the pro-
posed filter, including the connection to the locally stored
IP2Location DB5.LITE geolocation database. This geolo-
cation database is free, available for download and pro-
vides a good accuracy in country-level IP address location
estimation, [10].

To enable the developed plugin, it is necessary to mod-
ify the configuration of SpamAssassin, specifically to add
one line into to init.pre file according to Listing 4.
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Fig. 3. Distribution of countries sending ham in combination with
spam in first part of the dataset

Table 1. Distribution of countries sending spam in first part of the
dataset

Country Spam

US 394

FI 58

NL 25

FR 15

RU 13

NG 12

IN 8

CN, GB 7

IE 6

CA, ID 5

DE, IT 4

VE, VN 3

BG, BR, CH, DK,
2

KR, MY, SG, TG

AU, BF, BJ, CZ, EC, HK, JP, KH,
1

LT, LV, PL, PR, SI, TW, ZA

• Listing 3: Example of configuration file Geolock.cf

header BLOCKED COUNTRY eval:get country()

score BLOCKED COUNTRY 5.0

describe BLOCKED COUNTRY The country of origin

is blocked

rule 0 IN,CN,AU

add header all Country MYTAG

• Listing 4: Loading plugin in init.pre

loadplugin Geolock Geolock.pm

This site or product includes IP2Location LITE data avail-

able from http://www.ip2location.com.

If everything is set up correctly, X-Spam-Country field
will be added to the header of the message with addi-
tional information about where the message originates
from, what IP address was geolocated and whether it was
penalized.

4 Validation and results

The functionality of the proposed filter was validated
using the developed Geolock module. A total of 1500
e-mails from the mailboxes of authors and colleagues
from the period 2021/2022 were used as a dataset. The
dataset consisted of 1200 spam and 300 ham e-mails. The
dataset was randomly divided into 2 equal-sized parts,
thus 2 groups of 600 spam and 150 ham. The geolocation
database used was the IP2Location DB5.LITE from Oc-
tober 2021. The filter was set in trust mode in the chain
of received fields. In the results in this chapter, the coun-
tries are represented in the form of a two-letter country
code according to ISO 3166-1 alpha-2.

To begin with, the first part of the dataset was ana-
lyzed. Table 1 shows the distribution of countries sending
spam. Most of the spam originated from the United States
of America (394), Finland (58) and the Netherlands (25).
Many countries were represented by a small number of
spam (up to 5 messages). Figure 3 is a graph showing the
distribution of countries with legitimate mail in combi-
nation with the observed amount of spam according to
Tab. 1.

• Listing 5: Spamming countries

AU, BF, BG, BJ, BR, CA, CH, EC, FI, HK, ID,

IN, IT, JP, KH, KR, LT, LV, MY, NG, PR, RU,

SG, SI, TG, TW, VE, VN, ZA

Based on this observation, all countries from which
spam was received while no ham was received were listed
as spamming countries. The list of spamming countries
can be seen in Listing 5.

The second part of the dataset was tested with the set-
tings of the spamming countries according to Listing 5.
The results are written in the confusion matrix in Tab. 2,
together with the assessment parameters: specificity, sen-
sitivity, precision, and accuracy.

The specificity (1) says that truly legitimate messages
are labeled as legitimate with a good value of the proba-
bility. The sensitivity (2) says that true spam is marked
as a spam with the given probability, which implies that
a large amount of spam is not intercepted. The precision
(3) indicates that the probability of correctly marking a
message is relatively high. And the accuracy (4) indicates
what proportion of messages are classified correctly. As a
result, approximately 37.3% of the messages in the second
half of the dataset were marked correctly.
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Table 2. Confusion matrix of results in second part of the dataset,
and assesment coefficients (1) to (5) used to clasify the decision

process

Predicted

Total Spam Ham

T = S +H=750 S = 132 H = 618

Actual
S = ST +HT = 600 ST = 131 HT = 469

H = SF +HF = 150 SF = 1 HF = 149

Specificity: SH = HF/H = 0.933 (1)

Sensitivity: SS = ST/S = 0.218 (2)

Precision: P =
ST

ST + SF

= 0.992 (3)

Accuracy: A =
ST +HF

S +H
= 0.373 (4)

MCC =
STHF − SFHT

√

(SH(SF +HT )
= 0.223 (5)

Matthews correlation coefficient MCC , (5) is used to
measure the quality of a binary classifier. It is also very
useful when classifying groups of data of different sizes.
It ranges from −1, being the worst decision, to 1, as an
excellent prediction, [14].

Since the MCC value is positive, the proposed filter
slightly contributes to the protection against spam. This
result is highly dependent on the setting of the spamming
countries. The creation of the list of spamming countries
should be based on the traffic analysis of a specific mail
server or environment and may change over time. Global
statistics cannot be used. In our case, the list of spamming
countries was built based on the assumption that it is
feasible to block countries from which spam is coming,
but there is no legitimate communication with them.

Table 3. Comparison of the proposed filter with other techniques

Reference SH SS P A MCC

Proposed
0.993 0.218 0.992 0.373 0.222filter

[5], (300 epochs)
all features N/A 0.997 0.997 0.995 0.852

SpamBase
[6], LCS filter

0.932 0.918 N/A N/A N/AJuly data
[7], WNB N

Enron-S4 0.877 0.984 0.960 0.957 N/A
feature set C

Table 3 shows evaluation data of binary classifiers
which were mentioned above. These values can be cal-
culated only if any filter was applied. It can be seen that
the specificity (SH) of the proposed filter is good (0.993)
when compared to other techniques (0.932, 0.877). It is
thanks to the low false positives (actual ham marked as a

spam). On the other hand, the sensitivity (SS) of the pro-
posed filter is low (0.218). Other techniques reached high
values of (SS) (0.997, 0.918 and 0.984). The precision (P )
is very competitive; 0.992 compared to 0.997 and 0.960.
Due to the low sensitivity of the proposed filter, the ac-
curacy (A) and MCC values are low when comparing to
the other techniques. Usually, a combination of several
techniques is used to filter spam. The high specificity and
high precision of this filter suggest that the proposed filter
can be a good complement to filters with high sensitivity.

5 Future work

The presented results show that the proposed spam fil-
ter contributes to correct spam filtering. Future directions
of research will be focused on improving the classification
accuracy. Currently, we are analyzing a large dataset of
spam and based on the results we would like to select ad-
ditional e-mail characteristics to be used as the input to
the classifier of this filter. We will mainly focus on fea-
tures such as the number of Received fields in the header,
the transfer time from the sender to the recipient, the
duration from the message creation to its sending, and
the language used in combination with the geographical
location of the sender of the message.

6 Conclusion

The article deals with the description of the proposal
of a spam filter that classifies messages based on the coun-
try they originate from. The problem of determining the
sender of an e-mail from the Received fields in the trace
fields of the e-mail header was mentioned, considering the
possibility of spoofing. The proposed spam filter was im-
plemented as a plugin to the anti-spam software SpamAs-
sassin called Geolock publicly available from GitHub, [4].
The plugin was connected to the IP2Location DB5.LITE
geolocation database.

The proposed spam filter was tested on a custom
dataset of 1500 e-mails (1200 spam, 300 ham). The
dataset was divided into 2 equal sized groups. The first
group was analyzed in the perspective of which countries
the e-mails were sent from. Based on this investigation,
the countries from which messages should be classified as
spam were identified. They were the countries where only
spam and no ham came from. The spam filter was set
to these spamming countries and applied to the second
part of the dataset. The results show that the filter had a
very good specificity value of 0.993 and precision value of
0.992. However, the sensitivity was quite low with a value
of 0.218 and the accuracy representing the proportion of
correctly classified messages was 37.3%. The Matthews
correlation coefficient indicating the quality of the binary
classifier was 0.222, which says that the proposed filter
slightly contributed to the protection against spam.
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The above-mentioned results are highly dependent on
the determination of spamming countries. The list of
spamming countries should not be based on general global
statistics. An analysis of the traffic of a specific mail server
or environment should be made. It must be considered
that the list of spamming countries may change overtime.
Now, it can be assumed that a suitable list of spamming
countries can be constructed in such a way that a spam-
ming country is the one from which only spam and no
ham comes. It is not advisable to use this filter as the
only filter. Usually, multiple different filters are used, and
this one can complement the existing ones.

Future research on this filter will focus on improving
the sensitivity and accuracy of the classification. This
may be aided using other e-mail characteristics such as
the transfer time of the message from the sender to the
recipient or the language used in combination with the
geographical location of the sender of the message.
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